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Algorithm 1A GradientGraph 
Input : N = ( L.F . ( 9,71 € D } ) ; 

3 : while I do 
= ( 01 - Lxfecko , 1 ) / 19 \ CMEL , fi . 

14 = min { $ FO ( 0 ) .XI ' ELMEL : 
for / € L = do 

8 : E = EU { ( 1,5 ) . V EHC ) : 
EU ( 1,1 ) . CF \ * and W ' E LEIS ) : I 

.... 44 

16 : V = \ LUF : s = € 8 : 

FIG . 1A 
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M 

Algorithm 1B GradientGraph ( N = ( LF , { 0. V € L ) ) ) 
1 : V = 0 ; E = 0 ; rp - Vf eF ; 
32 

von 
15 : 

18 : MinHeapUpdateKey ( value - 1. newkay - $ y ) ; 

FIG . 1B 
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Algorithm 2 ForwardGrad ( L.F.G.x € LUF , AX € ( +1 ) ) 

2 : Arp = 0 

MinHeapAdd ( key = { ux , dux ) , value = ) 

MinHeapAdd ( key ( $ x Asx ) , value ) 

y MinHeapPopO ; * Get the next unvisited node 

if ( y € L and Asy0 ) or ( y e F and Auy = 0 ) then 

for y ' e successors ( y , G ) \ V do 
Ary mintepredecessary G ) 4x4 * Flow equation invariant 
MinHeapAdd ( key = { ry Ary ) , value = ' ) 24 : 

27 
Sc?c y - tag 
As y soy / successors ( y . ) V ] Link equation invariant 
MinHeapAdd ( key = ( sy.Asy ) , value = y ) 

31 : until MinHeapEmpiyo 
32 : return ( Asy VI € L. Ary VFF ) 

FIG . 2 
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Algorithm LeapFold 
Input : N = ( L , F C , VEL } ) : XE LUF ; 
1 : ( G , { VIEL } , { rf . Vf € F } ) -Gradient Graph ( N ) ; 2 : leap 
3 : for ledo 

for l e LinkSuccessors ( GI ) do 
5 : 2. = ( 81-8 ) / ( V . ( !! ) - V ( 1 ) ) ; 

if à Kleap then 
8 : 
9 : 

fold ( 1.1 ' ) ; 
end for 

12 : return ( leap fold ) ; 

Algorithm MinimizeFCT 
Input : N = ( 2 , F , VEL } ) : f efip ; 
1 : While True do 
2 : arg maxjerV ; ( fs ) ; 

if Vp ) < 0orr ; p then 
return ( L.F ) : 

( G. { S , VIEL } , { rr.VEF ) - Gradient Graph ( : 
7 : ( fold.leap ) LeapFold ( L . f * ) : 
8 : 
9 : LU { I } ; # Add the traffic shaper to the network 

f * f * u { k } ; # Ensure flow f * traverses the traffic shaper 
C = f * -leap ; # Set the traffic shaper rate 

13 : return ( LF ) ; 
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Algorithm 3 MaxkatePath ( NLF { 0,1 e 2 ) , U14 € U.U. € U ) 

3 
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MANIPULATING BOTTLENECKS IN works . Various techniques described herein take into 
SYSTEMS MODELED AS NETWORKS account the system - wide properties of a network , including 

its topology , the routing and the interactions between flows , 
CROSS - REFERENCE TO RELATED and can numerically estimate flow throughput . 

APPLICATIONS The bottleneck structure of a network can be represented 
qualitatively , via a bottleneck precedence graph ( BPG ) , a 

This application claims priority to and benefit of U.S. structure that organizes the relationships among links . Tech 
Provisional Patent Application No. 63 / 106,141 , titled niques disclosed herein feature an enhanced analysis of a 
“ Manipulating Bottlenecks in Data Networks , ” filed on Oct. bottleneck structure that takes into account the relationships 
27 , 2020 , the entire contents of which are incorporated among flows and links , not just links , providing a more 
herein by reference . comprehensive view of the network or a system modeled as 

a network . As such , embodiments of this technique may 
GOVERNMENT LICENSE RIGHTS provide a framework to quantify the interactions among 

flows and links , resulting in a new class of algorithms to This invention was made with government support under optimize network performance . Award No. DE - SC0019523 awarded by the U.S. Department Accordingly , in one aspect a method is provided for of Energy . The government has certain rights in the inven 
tion jointly performing routing and congestion control in a 

system modeled as a network . The method comprising 
FIELD 20 performing by a processor the steps of : receiving , for a 

system modeled as a network , a network topology , and 
This disclosure generally relates to networking systems receiving a request for routing a flow between a source node 

and , in particular , to analysis of perturbation of links and / or and a destination node . The network topology may include 
flows in a network , and to network manipulation . several nodes , a number of links between respective pairs of 

25 nodes , and a number of flows via the several links . The 
BACKGROUND method also includes the step of selecting a path for the flow 

based on a maximum achievable flow rate therefor . The 
The problem of congestion control is a widely studied maximum achievable flow rate is derived by generating a 

areas in data networks . After the earliest congestion control bottleneck structure of the network that is modified to have 
algorithms for the Internet were developed and implemented 30 the network topology and the flow . 
as part of the TCP protocol , a more than three decade long The flow may include a new flow or an existing flow . In 
period of intense research continued . This has resulted in a the latter case , the method may further include removing the 
long list of congestion control algorithms , including the existing flow from the several flows in the network topology . 
BBR algorithm recently proposed by Google . Many of these The removing step is performed before the selecting step . 
algorithms are based on the belief that the performance of a 35 Each link in the number of links may represent a respective 
flow is solely characterized by the state of its bottleneck . The availability of a system resource . A respective flow rate 
problem of traffic engineering ( TE ) has also been widely associated with each flow in the number of flows may 
studied and continues to be a very active area of research and represent a respective utilization of one or more system 
development . For instance , Google provides Bandwidth resources . The selected path may be different from a shortest 
Enforcer ( BWE ) , a centralized bandwidth allocation infra- 40 hop path between the source node and the destination node . 
structure for wide area networking that targets high network In some embodiments , the bottleneck structure includes 
utilization . several link elements and several flow elements . A depen 

dence from a first link element to a first flow element may 
SUMMARY indicate that a first flow corresponding to the first flow 

45 element is bottlenecked at a first link corresponding to the 
Bottleneck links in congestion - controlled networks do not first link element . A dependance from a second flow element 

operate as independent resources , however . For instance , to a second link element may indicate that a second flow 
Mathis equation does not take into account the system - wide corresponding to the second flow element traverses a second 
properties of a network , including its topology , the routing link corresponding to the second link element . 
and the interactions between flows . In reality , bottleneck 50 In some embodiments , the method further includes select 
links generally operate according to a bottleneck structure ing , from the several flows , a flow to be accelerated , and 
described herein that can reveal the interactions of bottle determining , by traversing the bottleneck structure , a target 
neck links , and the system - wide ripple effects caused by flow associated with a positive flow gradient . The these 
perturbations in the network . Techniques using the bottle- embodiments , the method also includes computing a leap 
neck structure , such as the GradientGraph method described 55 and a fold for the target flow . The leap may represent a 
below , can addresses a gap in the analysis performed by the maximum perturbation of flow rate of the target flow while 
conventional techniques , and can provide an alternative maintaining the relative order of the several links according 
methodology to estimate network flow throughput . to their respective fair shares . The method may also include 

Specifically , we present a quantitative technique for reducing flow rate of the target flow using a traffic shaper by 
expressing bottleneck structures , a mathematical and engi- 60 a factor up to the leap , and increasing flow rate of the flow 
neering framework based on a family of polynomial - time to be accelerated up to a product of the leap and a gradient 
algorithms that can be used to reason and identify optimized of the flow to be accelerated . 
solutions in a wide variety of networking problems , includ- The factor may be selected to preserve completion time of 
ing network design , capacity planning , flow control and slowest of the several flows . The method may further 
routing . For each of these applications , we present examples 65 include repeating the determining , computing , reducing , and 
and experiments to demonstrate how bottleneck structures increasing steps with respect to a different target flow . The 
can be practically used to design and optimize data net- system modeled as a network may include a system modeled 
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as : a data network , a transportation network , an energy FIG . 9A shows the acceleration of the rate of a flow using 
distribution network , a fluidic network , or a biological two different techniques , one of which employs an embodi 
network . ment of the procedure shown in FIG . 6 ; 

In another aspect , an apparatus is provided for jointly FIG.9B shows the acceleration of the rate of another flow 
performing routing and congestion control in a system 5 using two different techniques , one of which employs an 
modeled as a network . The apparatus includes a first pro- embodiment of the procedure shown in FIG . 6 ; 
cessor and a first memory in electrical communication with FIG . 9C shows a comparison of experimental vs theoreti 
the first processor . The first memory includes instructions cal flow rates achieved for several flows ; 
that , when executed by a processing unit that includes one FIG . 10 depicts an example fat - tree network topology ; 
or more computing units , where one of such computing units FIGS . 11A - 11C depict different bottleneck structures 
may include the first processor or a second processor , and resulting from allotting , according to different embodiments , 
where the processing unit is in electronic communication different link capacities of certain links of the network of 

FIG . 9 ; with a memory module that includes the first memory or a FIGS . 12A - 12C illustrate the respective performance of second memory , program the processing unit to : receive , for 15 network flows for the three bottleneck structures shown in a system modeled as a network , a network topology , and a FIGS . 11A - 11C , using the BBR congestion control algo request for routing a flow between a source node and a rithm , according to some embodiments ; 
destination node . FIG . 13 depicts another topology of an example network ; 

The network topology may include several nodes , a FIG . 14A shows a bottleneck structure of the network 
number of links between respective pairs of nodes , and a 20 shown in FIG . 13 ; 
number of flows via the several links . The instructions also FIGS . 14B and 14C show bottleneck structures of the 
program the processing unit to select a path for the flow network upon adding a flow to the network , according to 
based on a maximum achievable flow rate therefor . The different embod ts ; 
maximum achievable flow rate is derived by generating a FIG . 15A shows the rate of a flow without traffic shaping ; 
bottleneck structure of the network modified to have the 25 and 
network topology and the flow . In various embodiments , the FIGS . 15B - 15C show the respective rates of a flows in 
instructions can program the processing unit to perform one response to respective traffic - shaping strategies , according 
or more of the method steps described above . to two different embodiments . 

BRIEF DESCRIPTION OF THE DRAWINGS 30 DETAILED DESCRIPTION 

a 

The patent or application file contains at least one drawing 1 Introduction 
executed in color . Copies of this patent or patent application 
publication with color drawing ( s ) will be provided by the Research on the problem of congestion control for data 
Office upon request and payment of the necessary fee . 35 networks is generally based on the principle that the per 

The present disclosure will become more apparent in view formance of a flow is solely determined by the state of its 
of the attached drawings and accompanying detailed bottleneck link . This view was presented in one of the 
description . The embodiments depicted therein are provided earliest congestion control algorithm . This helped the Inter 
by way of example , not by way of limitation , wherein like net recover from congestion collapse in 1988 , and this view 
reference numerals / labels generally refer to the same or 40 persisted throughout the more than 30 years of research and 
similar elements . In different drawings , the same or similar development that followed , including Google's new BBR 
elements may be referenced using different reference numer- algorithm . While it is generally true that a flow's perfor 
als / labels , however . The drawings are not necessarily to mance is limited by the state of its bottleneck link , we 
scale , emphasis instead being placed upon illustrating describe a deeper view of network behavior , describing how 
aspects of the invention . In the drawings : 45 bottlenecks interact with each other through a latent struc 
FIGS . 1A and 1B show different embodiments of a turecalled the bottleneck structure — that depends on the 

procedure to construct a gradient graph used in analysis and topological , routing , and flow control properties of the 
manipulation of a network ; network . This latent structure explains how the performance 

FIG . 2 shows different embodiments of a procedure to of one bottleneck can affect other bottlenecks , and provides 
compute link and flow gradients using a gradient graph ; 50 a framework to understand how perturbations in the capacity 
FIGS . 3A and 3B illustrate analysis of bottleneck links of a link or the rate of a flow propagate through a network , 

and bottleneck flows , according to various embodiments ; affecting other links and flows . 
FIGS . 3C and 3D illustrate computation of gradients for A related structure is described in co - pending U.S. patent 

the links and flows depicted in FIGS . 3A and 3B , according application Ser . No. 16 / 580,718 , ( the “ * 718 application ) 
to various embodiments ; 55 titled “ Systems and Methods for Quality of Service ( QoS ) 
FIG . 4 presents a procedure to determine leaps and folds Based Management of Bottlenecks and Flows in Networks , ” 

associated with flows and links , according to various filed on Sep. 24 , 2019 , which is incorporated herein by 
embodiments ; reference . The ' 718 application generally describes qualita 
FIG . 5 presents a procedure to optimize a flow using flow tive properties of the bottleneck precedence graph ( BPG ) , a 

and link gradients , according to various embodiments ; 60 structure that analyzes the relationships among links . The 
FIG . 6 presents a procedure to compute a maximum ? 718 application is incorporated herein by reference in its 

achievable flow rate for a flow in a network , using a gradient entirety 
graph of the network , according to various embodiments ; In the discussion below we present a quantitative theory 
FIG . 7 depicts one topology of an example network ; of bottleneck structures ( QTBS ) , a mathematical framework 
FIGS . 8A - 8C show a sequence of gradient graphs and 65 that yields a set of polynomial time and / or memory- -efficient 

corresponding bottleneck structures generated using various algorithms for quantifying the ripple effects of perturbations 
embodiments of the procedure depicted in FIG . 6 ; in a network . Perturbations can either be unintentional ( such 
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as the effect of a link failure or the sudden arrival of a large development of a quantitative theory of bottleneck 
flow in a network ) or intentional ( such as the upgrade of a structures ( QTBS ) , discussed below . ( Section 2.2 ) 
network link to a higher capacity or the modification of a A novel , fast procedure to compute the gradient graph is 
route with the goal of optimizing performance ) . With QTBS , developed . Various embodiments of this procedure / 
a network operator can quantify the effect of such pertur- algorithm feature an asymptotic speed - up , allowing us 
bations and use this information to optimize network per to scale our methodology to large production networks 
formance . ( Section 2.2 ) 

The techniques described herein are generally applicable The concepts of link and flow gradient are introduced . 
to networks that transport commodity flows and also to These operators quantify the effects of infinitesimally 
systems that can be modeled as networks . In addition to small perturbations in a network , the core building 
communication networks , examples include ( but are not blocks of QTBS . A new , fast method to efficiently 
limited to ) vehicle networks , energy networks , fluidic net- compute the gradients by leveraging the bottleneck 
works , and biological networks . For example , the problem structure is also presented . ( Section 2.3 . ) 
of vehicle networks generally involves identifying opti- Applications demonstrating the practical implications of 
mized designs of the road system that allows for a maximal QTBS are provided in the areas of routing , capacity plan 
amount of vehicles that can circulate through the network ning , and flow control . In each of these applications , we 
without congesting it or , similarly , minimizing the level of show how QTBS can potentially alter some of the estab 
congestion for a given amount of circulating vehicles . In this lished conventional best practices . Some of our contribu 
case , vehicles are analogous to packets in a data network , 20 tions regarding the application of QTBS are listed below : 
while flows correspond to the set of vehicles going from In the routing application , we introduce a technique / 
location A to location B at a given time that follow the same algorithm to find maximal - throughput routes by antici 
path . pating the effects of the congestion control algorithm . 

The capacity planning techniques described below can be While in traditional traffic engineering approaches the 
used to analyze the need to construct a road to mitigate 25 problems of routing and flow control are considered 
congestion hotspots , compute the right amount of capacity independently , we show how QTBS can help resolve 
needed for each road segment , and to infer the projected them jointly , allowing operators to design routes that 
effect on the overall performance of the road system . Simi- are efficient from a congestion control standpoint . ( Sec 
larly , the routing techniques described below can be used to tion 3.1 . ) 
suggest drivers alternative paths to their destination that 30 In the capacity planning application , we use QTBS to would yield higher throughput or , equivalently , lower their optimize the bandwidth allocation between the spine 
destination arrival time . and leaf links of a fat - tree ( also known as folded - Clos ) . 

The problem of energy networks generally includes trans- We demonstrate that , due to the effects of congestion 
porting energy from the locations where energy is generated control , the optimal design differs from the conven 
to the locations where it is consumed . For instance , energy 35 tional full fat - tree configuration . ( Section 3.2 . ) 
can be in the form of electricity carried via the electrical In the flow control application , we show that QTBS can 
grid . Other examples include fluidic networks , which can be used to precisely compute the rate reduction that a 
carry crude oil , natural gas , water , etc. , or biological net- set of traffic shapers must impose on the network's low 
works that may carry water , nutrients , etc. priority flows in order to achieve a quantifiable positive 

Biological networks , through evolution , may tend to 40 impact on the high - priority flows . ( Section 3.3 . ) To 
organize themselves in optimized structures that maximize demonstrate that networks behave according to QTBS , 
their performance ( in terms of transporting nutrients ) and / or we carry out experiments for each application we 
minimize the transportation costs . For instance , a tree trans- consider using production TCP / IP code and the widely 
ports sap from the root to its branches and in both directions . adopted BBR and Cubic congestion control algorithms . 
The sap transported from the root to its branches and leaves 45 ( Section 3. ) 
is called xylem , which carries energy and nutrients found 
from the soil where the tree is planted . The sap transported 2 Theoretical Framework 
from the leaves and branches to the root is called phloem , 
which carries also important nutrients obtained from the 2.1 Network Model 
biochemical process of photosynthesis performed in the 50 In their simplest form , networks are systems that can be 
cells of the leaves . In both networks ( upward and down- modeled using two kinds of elements : links , which offer 
ward ) , it is likely that the network transporting the sap communication resources with a limited capacity ; and flows , 
performs optimally in terms of minimizing the amount of which make use of such communication resources . We 
energy required to transport a given amount of sap . Such formalize the definition of network as follows : 
optimized designs can be generated for other types of 55 Definition 2.1 Network . We say that a tuple N = ) L , F , networks , using the bottleneck structures and perturbation 
propagation based thereon , as discussed below . Biological { c? , VIEL } ( is a network if : 
networks can themselves be optimized based on such analy- L is a set of links of the form { 11 , 12 , . 121 } , 
sis . F is a set of flows of the form { f? , f2 , · , ff } , and 

Certain contributions of this disclosure are as summarized 60 c ; is the capacity of link 1 , for all 1EL . 
below : Each flow f traverses a subset of links L , CL and , simi 
A new generalized bottleneck structure called gradient larly , each link 1 is traversed by a subset of flows F , F. We 

graph is studied in detail . One difference with the will also adopt the convenient notation f = L , and 1 = F ;. That 
bottleneck structure introduced in the ' 718 application is , a flow is the list of links that it traverses and a link is the 
is that the gradient graph allows us to not only qualify 65 list of flows that traverse it . Finally , each flow f transmits 
the influences that flows and bottlenecks exert on each data at a rate ry and the capacity constraint Ever sc , must 
other , but also to quantify them . This leads to the hold for all 1EL . 
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A core concept upon which our framework resides is the 2.2 The Gradient Graph 
notion of a bottleneck link . Intuitively , a link in a network is Our objective is to derive a mathematical framework 
a bottleneck if its capacity is fully utilized . Mathematically capable of quantifying the effects that perturbations on links 
and in the context of this work , we will use a more subtle and flows exert on each other . Because the bottleneck 
definition : structure described in U.S. patent application Ser . No. 

Definition 2.2 Bottleneck link . Let N = ) L , F , { c? , VIEL } 14 / 580,718 considers only the effects between bottleneck 
links , we need a generalization of such structure that can 

( be a network where each flow fEF transmits data at a rate also describe the effects of perturbations on flows . We refer 
ry determined by a congestion control algorithm ( e.g. , TCP's to this data structure as the gradient graph , formally defined 
algorithm ) . We say that flow f is bottlenecked at link 10 as follows ( the name of this graph derives from the fact that 
1 - equivalently , that link 1 is a bottleneck to flow f — if and perturbations can mathematically be expressed as deriva 
only if : tives or , more generically , as gradients ) : 

Flow f traverses link 1 , and Definition 2.4A Gradient graph . The gradient graph is a 
digraph such that : 

1. For every bottleneck link and for every flow , there 
exists a vertex . 

2. For every flow f : 
( a ) If f is bottlenecked at link 1 , then there exists a 

That is , the transmission rate of flow f changes upon small 20 directed edge from 1 to f ; 
changes of link l’s capacity . We use the notation ( b ) If f is not bottlenecked at link 1 but it traverses it , 

then there exists a directed edge from f to 1 . 
We may also employ a variation of the Definition 2.4A as : 
Definition 2.4B Gradient graph . The gradient graph is a 

digraph such that : 
1. For every bottleneck link and for every flow , there 

exists a vertex . 
to denote the left derivative . This subtlety is necessary 2. For every flow f : 
because a flow can have multiple bottleneck links . In this ( a ) If f is bottlenecked at link 1 , then there exists a 
case , decreasing the capacity of only one bottleneck would directed edge from 1 to f ; 
affect the rate of the flow , while increasing its capacity ( b ) If f traverses link 1 , then there exists a directed edge 
would not ; thus , the ( two - sided ) derivative would not exist . from f to 1 . 

This definition of bottleneck generalizes some of the By way of notation , in the discussion below we will use 
classic definitions found in the literature , while differing the terms gradient graph and bottleneck structure indistin 
from them in that it focuses on the notion of perturbation , guishably . Intuitively , a gradient graph describes how per 
mathematically expressed as a derivative of a flow rate with turbations on links and flows propagate through a network as 
respect to the capacity of a link , follows . A directed edge from a link 1 to a flow f indicates 

that flow f is bottlenecked at link 1 ( Condition 2 ( a ) in 
Definitions 2.4A and 2.4B ) . A directed edge from a flow f to 
a link 1 indicates that flow f traverses but is not bottlenecked 
at link 1 ( Condition 2 ( b ) in Definition 2.4A ) , and a bidirec 
tional edge from a flow f to a link 1 indicates that flow f 
traverses ( and is bottlenecked at ) link 1 ( Condition 2 ( b ) in ( As an example to illustrate our definition of bottleneck is Definition 2.4B ) . relatively flexible , in Section 7.1 we show that it corre 

sponds to a generalization of the classic max - min defini- 45 turbation in the capacity of link 1 will cause a change on the From Definition 2.2 , this necessarily implies that a per 
tion . ) The general character of the bottleneck definition used transmission rate of flow f , in various embodiments described herein is relevant in that 
it makes our framework applicable not just to specific rate 
allocation assignments ( e.g. , max - min , proportional fair 
ness , etc. ) or to specific congestion control algorithms ( e.g. , 50 
BBR , Cubic , Reno , etc. ) , but to any class of congestion 
control solutions , such as those available in today's net 
works and those may be developed subsequently , provided A change in the value of rq , in turn , creates a perturbation that 
that the two conditions in Definition 2.2 hold . propagates to all the other links traversed by flow f , follow 
We complete the description of the network model intro- 55 ing the direction of those edges departing from flow f and 

ducing the concept of fair share : arriving at such links ( Conditions 2 ( b ) in Definitions 2.4A or 
Definition 2.3 Fair share of a link . Let N = ) L , F , { ci , 2.4B ) . This basic process of ( 1 ) inducing a perturbation in a 

vertex in a graph ( either in a link or a flow vertex ) followed 
VIEL } ( be a network . The fair share s , of a link 1EL is by ( 2 ) propagations in the departing edges of the vertex , 
defined as the rate of the flows that are bottlenecked at such 60 creates a ripple effect in the bottleneck structure , terminating 
link . at the leaves of the gradient graph . 

The flows bottlenecked at a link may all have the same The utility of our definition of gradient graph as a data 
rate that may be the same as the faire share of the link . As structure for understanding network performance is captured 
used throughout the discussion below , the concept of link in the following theorem . 
fair share is dual to the concept of flow rate . That is , all the 65 Theorem 2.5 Propagation of Network Perturbations . 
mathematical properties that are applicable to the rate of a Let x , YELUF be a pair of links or flows in the network . 
flow , are also applicable to the fair share of a link . Then a perturbation in the capacity cz ( for XEL ) or trans 

35 

?rf 
??? 

40 

orf +0 . 
??? 

= 

a 

a 



a 

a 

a 
20 

a 

US 11,463,352 B1 
9 10 

mission rate rx ( for xEF ) of x will affect the fair share sy ( for We now introduce the GradientGraph ( Algorithm 1A , 
YEL ) or transmission rate ry ( for YEF ) of y if only if there FIG . 1A ) , an embodiment of a procedure that computes the 
exists a directed path from x to y in the gradient graph . gradient graph of a network . The algorithm works as fol 

1. The following characterizes the propagation of a per lows . In line 4 , a fair share ( Definition 2.3 ) estimate of each 
turbation in a bottleneck link : 5 link is computed . Lines 5 and 6 select all links that currently 
( a ) A perturbation in a link 1 induced by a change on its have the smallest fair share among those links with which 

capacity c , will propagate to another link l ' affecting they share a flow . For each of these links : ( 1 ) all the flows 
its fair share Sq , if and only if l ' is a descendant of 1 remaining in the network that traverse them are assigned the 
in the gradient graph . fair share of the link ( line 7 ) , removed from the network ( line 

( b ) A perturbation in a link 1 induced by a change on its 10 10 ) and put into the set of flows that have converged to their theoretical transmission rate CK ( line 11 ) ; ( 2 ) the link itself capacity c , will propagate to a flow f affecting its is also removed ( line 10 ) ; and ( 3 ) directed edges are added transmission rate r4if and only if f is a descendant of 
1 in the gradient graph . to the gradient graph that go from the link to all the flows 

2. Let f be a flow bottlenecked at link 1. The following bottlenecked at it ( line 8 ) and from each of these flows to the 
characterizes the propagation of a perturbation in a 15 rest of the links that they traverse ( line 9 ) . This iterative 
flow : process is repeated until all flows have converged to their 

theoretical rate ( line 3 ) . The algorithm returns the gradient ( a ) A perturbation in f induced by a change on its graph g , the fair share of each link { s? , VIEL } and the rate transmission rate r , will propagate to a link l ' affect of each flow { rn EfEF } . ing its fair share sy , if and only if l ' is a descendant of 
1 in the gradient graph . Lemma 2.7A states the time complexity of the Gradient 

Graph algorithm : ( b ) A perturbation in f induced by a change on its Lemma 2.7A Time complexity of the GradientGraph transmission rate r will propagate to a flow f ' affect algorithm . The time complexity of running Gradient ing its transmission rate rx if and only if f is a 
descendant of 1 in the gradient graph . Graph ( ) is O ( H.ILI + | LI : FI ) , where H is the maximum 

Intuitively , the gradient graph of a network describes how 25 number of links traversed by any flow . FIG . 1B shows another embodiment of GradientGraph perturbations in link capacities and flow transmission rates ( Algorithm 1B ) . In this embodiment , the algorithm begins propagate through the network . Imagine that flow f is with crude estimates of the fair share rates of the links , and bottlenecked at link 1. From Definition 2.2 , this necessarily iteratively refines them until all the capacity in the network implies that a perturbation in the capacity of link 1 will cause 30 has been allocated and the rate of each flow reaches its final a change on the transmission rate of flow f , value . In the process , the gradient graph is constructed level 
by level . The algorithm starts by initializing the available 
capacity of each link ( line 3 ) , estimating its fair share ( line 
4 ) and adding all links to a min - heap by taking their fair 

35 share value as the key ( line 5 ) . At each iteration , the 
algorithm picks the unresolved link with the lowest fair 

This is reflected in the gradient graph by the presence of a share value from the min - heap ( line 8 ) . 
directed edge from a link 1 to a flow f ( Condition 2a in Once this link is selected , all unresolved flows remaining 
Definitions 2.4A and 2.5B ) . A change in the value of ra in in the network that traverse it are resolved . That is , their rates 
turn , affects all the other links traversed by flow f . This is 40 are set to the fair share of the link ( line 12 ) and they are 
reflected by the directed edges from f to the links it traverses added to the set of vertices of the gradient graph V ( line 13 ) . 
( e.g. , Condition 2b in Definition 2.4B ) . This basic process of In addition , directed edges are added in the gradient graph 
( 1 ) inducing a perturbation in a vertex ( either in a link or a between the link and all the flows bottlenecked at it ( line 10 ) 
flow vertex ) followed by ( 2 ) propagating the effects of the and from each of these flows to the other links that they 
perturbation along the departing edges of the vertex creates 45 traverse ( line 15 ) . Lines 16-17-18 update the available 
a ripple effect in the bottleneck structure as described in capacity of the link , its fair share , and the position of the link 
Theorem 2.5 . Leveraging Theorem 2.5 , we are now in a in the min - heap according to the new fair share . Finally , the 
position to formally define the regions of influence of a data link itself is also added as a vertex in the gradient graph ( line 
network . 22 ) . This iterative process may be repeated until all flows 

Definition 2.6 Regions of influence in a data network . We 50 have been added as vertices in the gradient graph ( line 7 ) . 
define the region of influence of a link or flow x , denoted as The algorithm returns the gradient graph G , the fair share of 
R ( x ) , as the set of links and flows y that are reachable from each link { s? , VIEL } and the rate of each flow { r VfEF } . 
x in the gradient graph . Lemma 2.7B provides the run - time complexity of this 

In the case of the region of influence of a link 1 , the other embodiment of the GradientGraph ( algorithm : 
links and flows are affected by a perturbation in the capacity 55 Lemma 2.7B . Time complexity of GradientGraph ( ) The 
c , of link 1 , according to Theorem 2.5 . Similarly , in the case time complexity of running GradientGraph ( ) is O ( ILI log 
of the region of influence of a flow f , the set of links and | LI : H ) , where H is the maximum number of flows that 
other flows are affected by a perturbation in the transmission traverse a single link . 
rate rf of flow f , according to Theorem 2.5 . The GradientGraph is memory efficient , as well . In par 

From Theorem 2.5 , we know that the region of influence 60 ticular , various embodiments of the GradientGraph include 
of a link ( or a flow ) corresponds to its descendants in the a respective vertex for each link and a respective vertex for 
gradient graph . The region of influence is an important each flow . As such , the number of vertices in a Gradient 
concept in network performance analysis and optimization Graph is O ( ILI + IFI ) . The edges in the graph from link 
because it describes what parts of a network are affected by vertex to one or more flow vertices do not include , however , 
perturbations in the performance of a link or a flow . In 65 an edge to each and every flow vertex where that flow vertex 
Section 2.3 , it is discussed how such influences can be represents a flow traversing the link corresponding to the 
quantified using the concept of link and flow gradient . link vertex . Rather , edges exist from a link vertex to a flow 
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vertex only if , as described above , a flow corresponding to 
that flow vertex is bottlenecked at the link corresponding to 

as Vi * ( f ) = the link vertex . This minimizes the total number of edges in dce 
various embodiments and implementations of Gradient 
Graph . The gradient of a flow f * EF with respect to some link Since the memory required to construct a GradientGraph IEL , denoted with V ; ( 1 ) , is a function of ( e.g. , proportional to the total number of 
vertices and the total number of edges , the identification of 
the bottleneck structure facilitates efficient memory alloca 
tion in various embodiments . Specifically , in some cases , the as Vf * ( 1 ) = org 
memory to be allocated can be a function of the total number 
of link vertices to flow vertices edges , denoted ( IE , ? - ) 
where IE / ' > is a sum of the number of bottlenecked flows The gradient of a flow f * EF with respect to some other 
at each link . The required memory may be proportional to flow fEF , denoted with 
O ( L + ] FI + IEI ) , where the set { E } includes the set of edges 
from flow vertices to link vertices , denoted { E } and the 
set of edges from link vertices to flow vertices correspond Vr * ( f ) , as Vf * ( f ) = 
ing to bottlenecked flows , denoted { E ’ = } } . In some cases , 
the total number of flows bottlenecked at a link 1 is less than 20 
the total number of flows traversing the link 1 , minimizing Intuitively , the gradient of a link measures the impact that 
the number of edges ( Ef . a fluctuation on the capacity of a link has on other links or 

Since , for ore links , all flows traversing such flows . In real networks , this corresponds to the scenario of 
links may not be bottlenecked at those respective links , the physically upgrading a link or , in programmable networks , 
total number of link - to - flow edges ( or the total number of 25 logically modifying the capacity of a virtual link . Thus , link 
bidirectional link - to - flow edges ) that are required may be gradients can generally be used to resolve network design 
minimized compared to a network graph structure having , and capacity planning problems . Similarly , the gradient of a 
for each link , and edge from a corresponding link vertex to flow measures the impact that a fluctuation on its rate has on 
vertices corresponding to all flows traversing the link . This a link or another flow . For instance , this scenario corre 
can facilitate a memory efficient storage of the gradient 30 sponds to the case of traffic shaping a flow to alter its 

transmission rate or changing the route of a flow — which graph . Thus , the derivation of the bottleneck structure can can be seen as dropping the rate of that flow down to zero minimize the memory required to store and manipulate such and adding a new flow on a different path . us , flow a structure , in various embodiments . gradients can generally be used to resolve traffic engineering 2.3 Link and Flow Gradients In this section , we focus on the problem of quantifying the 35 problems . ( In Section 3 applications in real networks that illustrate each of these scenarios are provided . ) ripple effects created by perturbations in a network . Because 
networks include links and flows , generally there are two Before describing how link and flow gradients can be 

efficiently computed using the gradient graph , we introduce possible causes of perturbations : ( 1 ) those originating from 
changes in the capacity of a link and ( 2 ) those originating the concept of flow drift : 
from changes in the rate of a flow . When such changes occur , Definition 2.9 Drift . Let N = ) L , F , C , VIEL } ( be a 
the congestion control algorithm typically adjusts its allo network and assume ) g , { s VIEL } , { r , VfEF } ( is the s? cation of bandwidth to the flows so as to maintain two output of GradientGraph ( N ) ( Algorithms 1A or 1B ) . Let 8 be objectives : ( 1 ) maximizing network utilization while ( 2 ) 
ensuring fairness among competing flows . The congestion an infinitesimally small perturbation performed on the 

45 capacity of a link 1 * EL ( equivalently , on the rate of a flow control algorithm acts like a function mapping network 
conditions ( including its topology , link capacities , and flow f * EF ) . Let also S , + A ; and rz + A , be the fair share of 

1EL and the rate of any flow fEF , respectively , after the paths ) to rate allocations . Large changes in any of these 
inputs can have complicated ripple effects on the flow rates , perturbation d has propagated through the network . We will 

call A , and A , the drift of a link 1 and a flow f , respectively , but for sufficiently small changes , the bandwidth allocation 50 associated with perturbation d . function is linear . Technically , it is piecewise linear , like the 
absolute value function , so picking linear function that Intuitively , the drift corresponds to the change of perfor 

mance experienced by a link or a flow when another link or locally approximates it requires knowing the direction of the flow is perturbed . With reference to FIG . 2 , we now present change . This local linearity property is used to form the an algorithm called ForwardGrad ( ) ( Algorithm 2 ) for cal concept of link and flow gradients : 55 culating link and flow gradients . The algorithm takes a set of 
Definition 2.8 Link and flow gradients . Let N = ) L , F , { cz , links and flows , the gradient graph of the corresponding 

VIEL ( be a network . We define : network , a link or flow x with respect to which to compute 
the gradients , and a direction Ax of the perturbation . It The gradient of a link 1 * EL with respect to some other outputs the gradients of all links and flows in the network link IEL , denoted with 60 with respect to x . ForwardGrad ( ) is related to forward mode 
automatic differentiation ( “ Forward Prop ” ) , an algorithm 
that uses directed acyclic graphs to represent complicated 

Ve * ( 1 ) , as Vy * ( 1 ) = mathematical functions as compositions of simpler func 
tions , whose derivatives can be composed by repeatedly 

65 applying the chain rule . In the case of congestion control , we 
The gradient of a link 1 * EL with respect to some flow fEF , do not have a closed - form mathematical formula that relates 

denoted with V ; ( f ) , network conditions ( the inputs ) to the flow rates and fair 
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share values ( the outputs ) and , as such , Forward Prop cannot then the savings must be redistributed evenly among the 
be used in this context . But we can use the gradient graph to other flows that traverse the link . 
break down and optimize this function . Let also g ' be the gradient graph of the resulting network 

The thrust of the algorithm is as follows . For all le L , let after the perturbation has propagated . Then , if g = g ' , the link 
4 , be the change in the fair share rate of link 1. For all fe F , 5 and flow gradients can be computed as follows : 
let Aç be the change in the rate of flow f . We call these 
variables the “ drifts ” caused by a perturbation . Before the 

? perturbation , 4 , = 4 ; = 0 for all links and flows . To begin the AL 01 ; 0,16 ) = V * ( 1 ) 
algorithm , we make an infinitesimally small perturbation in 
the independent variable ( the one in the " denominator " of Af Vf * ( ) = the derivative ) that can be positive or negative . If the 
independent variable x is a flow f , we set 4 = 8 ( line 2 ) . If it 
is a link 1 , and S , is the set of direct successors of node 1 in This states that if the gradient graph does not change its 
the gradient graph , we set 4 = 8 S , ( line 3 ) . This is done since , 15 structure upon a small perturbation ( i.e. , g = g ' ) and the two 
by definition of the gradient graph , S , is the number of flows invariants are preserved , then such a perturbation can be bottlenecked at 1 and the change in l's capacity will be measured directly from the graph . The first invariant is a distributed evenly among these flows . To determine how this capacity feasibility constraint , ensuring that a flow's drift is perturbation propagates to the rest of the network , we follow limited by its most constrained bottleneck . The second 
all directed paths from that vertex and update the drifts 20 invariant ensures that ( 1 ) the sum of the drifts arriving to and 
according to the following two invariants : departing from a link vertex are equal to zero and ( 2 ) the 

Gradient graph invariants . Let N = ) L , F , { C , VleL } ( be drifts departing from a link vertex are equally distributed . 
a network and let g be its gradient graph . Let S be an Intuitively , this is needed to preserve the congestion control 
infinitesimally small perturbation performed on the capacity 25 ensuring fairness among all flows . algorithm's objective to maximize network utilization while 
of a link l * eL ( equivalently , on the rate of a flow f * eF ) and FIGS . 3A and 3B show a graphical interpretation of the let A , and 4 , be the drifts caused on a link le L and a flow fe F , link and flow equations . FIG . 3C illustrates a simple respectively , by such a perturbation . Assume also that the 
perturbation propagates according to the gradient graph g by example to compute the link gradient ( fy ) . A perturbation 
starting on the link vertex l * ( equivalently , on the flow 30 infinitesimally small amount 8. such a perturbation propa is applied to link 1 , that decreases its capacity c , by an 
vertex f * ) and following all possible directed paths that gates to flow f , according to the flow equation ( 4 = min { 4 ,,, depart from it , while maintaining the following invariants at 1SiSm } ) , resulting in a drift A ,, -- d . The perturbation is each traversed vertex : further propagated down to link 13. Applying the link equa Invariant 1 : Flow Equation . A flow's drift A , equals the tion 
minimum drift of its bottleneck links . That is , 4 = 

a 
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where P , is the set of links visited directly before flow vertex this generates a drift on this link of fon a path from the starting vertex x ( the predecessors in the 
graph ) . 

Invariant 2 : Link Equation . A link's drift A , is the negative 
of the flow drifts entering its vertex , divided by the number 45 413 
of flow drifts leaving it . That is , A = -Efe PAJIS , 1 , where P , 
is the set of flow vertices visited directly before link vertex 
1 and S , is the set of flow vertices visited directly after link Applying again the flow equation on f2 , we obtain the flow 

drift vertex I on a path from the starting vertex x . 
Finally , the derivative of a given variable with respect to 50 

the independent variable that we perturbed can be calculated 
by dividing its drift by 8. In particular , assume the capacity 
of link lis the independent variable that we perturbed and let 
the rate of flow f be the dependent variable in which we want 
to measure the effect of this perturbation . Then , ?r , / 2c = 4 / 8 . 55 Thus , the gradient of link l , with respect to flow f , is 

Since the flow and link equations lie at the heart of the 
algorithm , we provide some further explanation . Invariant 1 
ensures that the capacity limits are respected and the net 412 V4 ( 12 ) ) = work's resources are not wasted . Each flow must use exactly 
the amount of bandwidth allocated by its bottleneck link , so 60 
if the bottleneck's fair share changes , the flow's rate must FIG . 3D illustrates a simple example of flow gradient 
change too . It also ensures fairness , since each flow bottle- computation which shows that for this bottleneck structure , 
necked at a certain link will experience the same drift . the gradient of flow f , with respect to flow f4 is V , ( f4 ) = - 2 . 
Invariant 2 ensures that capacity is neither created nor It should be noted that it is feasible for a link or flow 
destroyed through the process of propagating a perturbation , 65 gradient to have a value larger than 1. Such gradients are of 
except at the link whose capacity was initially perturbed . If interest because they mean that an initial perturbation of one 
a link's predecessors are using less bandwidth than before , unit at some location of a network , generates a perturbation a 
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at another location of more than one unit . For instance , a Lemma 2.12 Folding links . Let N = ) L , F , { c ,, VIEL } ( be gradient of the form ( f ) > 1 implies that reducing the rate a network and let g be its gradient graph . Let à be the leap of flow f * by one unit creates a perturbation that results in of a gradient V [ y ) , for some x , ye LUF . Then , there exist at 
an increase on the rate of flow f by more than one unit , thus least two links 1 and l ' such that : ( 1 ) for some feF , there is 
creating a multiplicative effect . Such gradients can be used 5 a directed path in g of the form 1 » f- > l ' ; and ( 2 ) s = sy , after 
to identify arbitrage situationse.g . , configurations of the the perturbation has propagated through the network . 
network that increase the total flow of a network . Because of Intuitively , the above lemma states that when a perturba 
their relevance , we will use the term power gradient to refer tion is large enough to change the structure of the gradient 
to such effect : graph , such structural change involves two links 1 and 1 ' 

10 directly connected via a flow f ( i.e. , forming a path 1- > f > l ' ) 
Definition 2.10 Power gradient . Let N = ) L , F , that have their fair shares collapse on each other ( s ' ; = s ' ;-) 

{ c , VleL } ( be a network and let & be an infinitesimally after the perturbation has propagated . The faire shares can be 
substantially or approximately equal ( e.g. , the difference small perturbation performed on a flow or link xeLUF , between the faire shares can be zero or less than a specified 

producing a drift A ,, for all ye LUF . If 4 , > 8 , equivalently 15 threshold , e.g. , 10 % , 5 % , 2 % , 1 % , or even less of the fair 4 » d , , , 
Vx ( y ) > 1 , then we will say that Vx ( y ) is a power gradient . In share of one of the links . ) Graphically , this corresponds to 
Section 3 , we provide examples of power gradients . For the folding of two consecutive levels in the bottleneck 
now , we conclude this section stating a property of bound- structure . We can now formalize the definition of fold as 
edness that all gradients in congestion - controlled networks follows . 
satisfy : Definition 2.13 Fold of a gradient . Let à be the leap of a 

gradient Vx ( y ) , for some x , yeLUF , and let 1 and I ' be two 
Property 1 Gradient bound . Let N = ) , T. links that fold once the perturbation à has propagated 

{ c VleL } ( be a network and let g be its gradient graph . through the network ( note that from the discussion above , 
such links must exist ) . We will refer to the tuple ( 1 , l ' ) as a Let 8 be an infinitesimally small perturbation performed on fold of gradient Vx ( y ) . 

a flow or link xeLUF , producing a drift 4 » , for all yeLUF . 25 FIG . 4 introduces Algorithm LeapFold ( ) , a procedure to 
Then , compute the leap and the fold of a link or flow gradient . 

Intuitively , for each pair of link vertices 1 and I ' in the 
bottleneck structure that are directly connected via flow 
vertex ( in line 4 , 1 ' is a link successor of 1 ) , we compute the Vx19 ) = 30 maximum amount à that can be traveled along the gradient 
without the collision of the two links ' fair share ( line 5 ) . The 
minimum value of a among all such pairs of links corre where D ( X ) is the diameter function of a graph X and d is sponds to the leap ( line 7 ) , while the links themselves the maximum indegree and outdegree of any vertex in the constitute a fold ( line 8 ) . The algorithm returns both the leap graph . and the fold ( line 12 ) . 

2.4 Leaps and Folds The concept of leap and fold is relevant in that it enables 
The concepts of link and flow gradients introduced in the a methodology to efficiently travel along the solution space 

previous section provide a methodology to measure the defined by the bottleneck structure , towards reaching a 
effect of perturbations on a network that are small enough certain performance objective is achieved . Specifically , for 
( infinitesimally small ) to avoid a structural change in the some x , yeLUF , if x is perturbed negatively so as to benefit 
gradient graph . In this section , we introduce the concepts of another flow or link in the network , but only up to the leap 
leap and fold , which allow us to generalize the framework of x , i.e. , à , the negative and positive changes may be 

balanced . On the other hand , if x is perturbed negatively by to measure perturbations of arbitrary sizes . Two simple and more than its à , the positive impact of this perturbation on intuitive examples of such kind of perturbations found in another flow or link would not exceed à , potentially result real networks include : a link failure , which corresponds to 45 ing in degradation of the overall network performance . 
the case its capacity goes down to zero ; or the re - routing of We introduce a method / algorithm MinimizeFCT ( ) shown 
a flow , which corresponds to the case its rate goes down to in FIG . 5 , that can identify a set of perturbations needed in 
zero and a new flow is initiated . a network to minimize the completion time of a given flow 
We know that if a perturbation in the network is signifi- f? ( also referred to as flow completion time ( FCT ) ) . The 

cant enough to modify the structure of the gradient graph 50 algorithm starts ( line 2 ) by identifying a maximal gradient 
( i.e. , g + g ' ) , then the link and flow equations ( FIGS . 3A and Vr ( fe ) . This corresponds to a direction in the solution space 
3B ) cannot be used to compute the gradients of such a that improves the performance of f , maximally . Then , it 
perturbation . In this section , we present a technique that can travels along such gradient by an amount equal to its leap 
be used to measure perturbations of arbitrary sizes by using ( lines 6 through 11 ) . This is achieved by adding a logical link 
the concepts of leap and fold : 55 lk that acts as a traffic shaper reducing the rate of flow f * by 

Definition 2.11 Gradient leap . Let V y ) be a gradient the leap amount . This causes the intended perturbation , thus 
resulting from an infinitesimally small perturbation d on a resulting in the increase of flow fe's rate by the amount 

leapxV ( fr ) . link or flow x , where x , ye LUF . Suppose that we intensify From the discussion above , we know that the additional such a perturbation by a factor k , resulting in an actual 
perturbation of = k.8 , for some k > 0 . Further , assume that k 60 which point we need to iterate again the procedure ( line 1 ) traffic shaper changes the structure of the gradient graph , at 
is the largest possible value that keeps the structure of the to recompute the new values of the gradients based on the gradient graph invariant upon perturbation 2. Then , we will new structure . This process is repeated iteratively until either say that 2 is the leap of gradient Vly ) . no more positive gradients are found or the performance of 
The following lemma shows the existence of folds in the fe has increased above a given rate target p ( lines 3 and 4 ) . 

bottleneck structure when its corresponding network is 65 In the next section , an example is presented demonstrating 
reconfigured according to the direction indicated by a gra- how embodiments of MinimizeFCT ( ) may be used to 
dient and by an amount equal to its leap : optimize the performance of a time - bound constrained flow . 
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To provide the process illustrated using FIGS . 3A - 3D into software modules and extensions to Mininet . Leveraging 
a precise algorithm , we still must specify the order in which software define networking ( SDN ) , Mininet - Extensions 
to process the vertices of the graph . At each step , the vertex Anonymized enables the creation and analysis of arbitrary 
we process must be a neighbor of one of the vertices we have network architectures using real production TCP / IP code , 
already visited . Even though backward edges create loops in 5 including production - grade implementations of congestion 
the gradient graph , we never visit a vertex twice . If multiple control algorithms such as BBR , Cubic or Reno . 
vertices meet these criteria , we pick the one with the All the experimental results presented in this section are 
minimal rate or fair share value . If there are multiple vertices based on Google's BBR congestion control algorithm and 
with the minimal rate or fair share value , we pick the one Cubic . For each experiment , we used Jain's fairness index as 
that would receive the minimum drift if it were processed an estimator to measure how closely the predictions of the 
next ( see line 15 , Algorithm 2 , FIG . 2 ) where keys in the theory of bottleneck structure model match the experimental 
heap are ordered pairs of rate / fair share and drift ) . This results . For all BBR experiments presented in the next 
reflects the order in which the bottleneck structures are sections , this index was above 0.99 accuracy on a scale from constructed in Algorithm 1B , which reflects the order in 0 which the rates and fair shares converge in congestion 15 to 1 , reflecting the strength of QTBS in modeling network 
controlled networks . That is , we first visit the vertex that 3.1 Traffic Engineering : Computation of the Highest 
would receive the smallest rate or fair share if the pertur Throughput Route bation were applied and bandwidth were reallocated from In traditional IP networks , the problems of flow routing scratch . This completes the description of the Forward 
Grad ( algorithm . 20 and congestion control are separately resolved by following 

The next two theorems show that Algorithm 2 is both a two - step process : first , a routing protocol ( e.g. , BGP , 
correct and efficient . OSPF , etc. ) is used to determine the path between any two 
Theorem 2.9 . Correctness of ForwardGrad® . nodes in a network ; then , flows are routed according to such 

paths and their transmission rates are regulated using a Let N = ( L , F , { ci , VleL } ) be a network and let g be 25 congestion control algorithm ( e.g. , BBR ) . This layered and 
the corresponding gradient graph . Let xe LUF . After running disjoint approach is known generally to be scalable but 
Algorithm 2 , 4 ,, = V_ ( 1 ) for all le L , and Ar = V_ ( f ) , for all feF . suboptimal because the routing algorithm identifies paths 

Theorem 2.10 . Time complexity of ForwardGrad ( ) . Let without taking into account the flow transmission rates 
XELUF . Then Algorithm 2 finds the gradients of all links assigned by the congestion control algorithm . In this section , 
and flows in the network with respect to x in time 30 we use QTBS to resolve the following joint routing and 
O ( IR ( x ) ) . log ( IR ( x ) ) congestion control problem in a scalable manner . 

To conclude and complement this section , we state an Definition 3.1 . Flow - rate maximal routing . Let N = ( [ , upper bound on the value of the gradients : 
Property 2.11 . Gradient bound . Let N = ( 1. F. { C , T , { c , Vle £ } ) be a network and suppose that a new flow 

35 f arrives . We will say that a routing algorithm is flow - rate 
VleL } ) be a network and let g be its gradient graph . Let 8 maximal if it routes flow f through a path that maximizes its 
be an infinitesimally small perturbation performed on a flow transmission rate rf 
or link xeLUF , producing a drift 4 ,, for all yeLUF . Then , In traditional IP routing , all packets transmitted from a 

source to a destination node follow the same lowest - cost 
40 route . This rigidity leads to the well - known fish problem , 

whereby certain paths in a network become congested while 
other paths are underutilized . Various embodiments of the 
flow - rate maximal algorithm , instead , are able to bypass 

where D ( X ) is the diameter of a graph X and d is the points of congestion by assigning new flows to the highest 
maximum indegree and outdegree of any vertex in the graph . 45 throughput path available given the current usage of the 

network . 
3 Applications to Data Networks and Experimental One might mistakenly think that the least congested path 

Results can be identified by looking for links with small fair shares 
( Definition 2.3 ) . However , the placement of a new flow onto 

Because bottleneck structures are a fundamental property 50 a given path will itself alter the state of the network , 
intrinsic to any congestion - controlled data network , its changing those fair shares and potentially rendering the 
applications span a variety of networking problems . In this chosen path sub - optimal . In this section , we show that 
section , our goal is to present examples and experiments QTBS can be used to identify the maximal - rate path for a 
illustrating how QTBS can be used to resolve some of these flow while taking into account the perturbations created by 
problems . We will see that in each of them , the framework 55 the placement of the flow itself , thus solving the flow - rate 
is able to provide new insights into one or more operational maximal routing problem . 
aspects of a network . The examples presented in this section Max RatePath ( ) ( Algorithm 3 shown in FIG . 6 ) is an 
are not exhaustive , but only illustrative . To help organize the algorithm that uses QTBS to compute flow - rate maximal 
applications , we divide them in two main classes : traffic engineering and capacity planning . For each of these classes , 60 paths . It takes the following inputs : a network N = ) L , F , { c ,, 
we provide specific examples of problems that relate to HleL } ( , the set of routers U , and the source and the 
applications commonly found in modern production net- destination routers of the flow we intend to route , us 
works . By convention , a link le L is identified with the tuple l = ( ux , 
To experimentally demonstrate that data networks behave ) where ux , u , are the two routers connected by link 1. The 

qualitatively and quantitatively according to QTBS , we use 65 algorithm returns the new flow f , expressed as the set of links 
Mininet - Extensions - Anonymized , a network emulation it traverses , guaranteeing they form a path from u , to u , that 
framework developed by our team that consists of a set of yields the maximal rate rf for f . 
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As the pseudocode shows , MaxRatePath ( ) is based on FIG . 8A shows the corresponding bottleneck structure 
Dijkstra's shortest path algorithm , with routers as vertices obtained from running Algorithms 1A or 1B ( FIGS . 1A - 1B ) . 
and links as edges in the network topology graph . The This structure shows that flows are organized in two levels : 
difference resides in the way the “ distance ” to a neighboring the top - level includes flows { f , f , f3 , fq , fs , f ,, fg , fio , f13 , 
router u ' is calculated ( lines 12-14 ) . In MaxRatePath ( ) this 5 f14 , f15 , f16 ) and the low - level includes flows { fø , fy , f11 , f123 value represents not the number of hops on the shortest path f17 , 118 , 119 , 120 , 121 , 122 , f3 , f24 } . Note that because each pair from u , to u ' , but the inverse of the largest possible rate that of data centers is connected via two flows ( one for each a flow would experience if it were added on some path from direction ) , without loss of generality , in FIG . 8A we only u , to u ' . That is , the distance to u ' is the smallest possible time include the first 24 flows ( flows transferring data from US to needed to send 1 bit of information from u , to u ' . Europe ) , since the results are symmetric for rest of the Unlike in the standard Dijkstra's algorithm , this value flows — i.e . , flow h has the same theoretical transmission rate cannot be computed by adding an edge length to do the and is positioned at the same level in the bottleneck structure distance to a neighbor of u ' . Instead , we create a new flow 
f by extending the optimal path from u , to u . So , at each as flow fi + 24 , for all 1sis24 . 
iteration of the algorithm , f takes the path us Note also that all the top - level flows operate at a lower > u > u ' 15 transmission rate ( with all rates at 1.667 ) than the bottom ( line 12 ) . We then construct the gradient graph that would 
correspond to this network if the new flow fwere added ( line level flows ( with rates between 2.143 and 3 ) . This in general 
13 ) . Finally , we use the inverse of the rate assigned to the is a property of all bottleneck structures : flows operating at 

lower levels of the bottleneck structure have higher trans new flow rg as the distance value ( line 14 ) . In the pseudo mission rates than those operating at levels above . Under code , we invoke the GradientGraph ( ) algorithm in line 13 , 20 
reconstructing the gradient graph to include the new flow . this configuration , suppose that we need to initiate a new 

flow f25 to transfer a large data set from data center 4 to data Lemma 3.2 . Correctness of the MaxRatePath algorithm . center 11. For instance , this flow could correspond to the 
Let N = ) L , T , { c? , VIEL } ( be a network and U the set of its transmission of a terabyte data set from a data center in the 
routers . Suppose that f and f are two flows not in F that US to another in Europe . Our objective in this exercise is to 
originate at router ug and end at router ud Then identify a high - throughput route to minimize the time 
f = MaxRatePath ( N , U , u , ud ) implies rar . required to transfer the data . 

To illustrate how we can use QTBS and the MaxRate- Because the bottleneck structure reveals the expected 
Path ( ) algorithm to compute the highest - throughput path for transmission rate of a flow based on the path it traverses , we 
a given flow , consider the network shown in FIG . 7. This can use QTBS to resolve this problem . In FIG . 8B we show 
topology corresponds to Google's B4 network , the SDN- the bottleneck structure obtained for the case that f25 uses the 
WAN network that connects Google's data centers globally . shortest path 115–110 . For instance , this corresponds to the 
For the sake of illustration , we will assume there are two solution obtained from running BGP with a link cost metric 
flows ( one for each direction ) connecting every data center equal to 1. Using this path , the new flow would be placed at 
in the US with every data center in Europe , with all flows the upper bottleneck level — i.e . , the lower - throughput 
routed along a shortest path from source to destination . level in the bottleneck structure , receiving a theoretical 
Since there are six data centers in the US and four in Europe , rate of r25 = 1.429 . 
this configuration has a total of 48 flows ( | FI = 6x4x2 ) . Table Note that the presence of this new flow slightly modifies 
1 shows the exact path followed by each flow . All links are the performance of some of the flows on the first level ( flows 
assumed to have a capacity of 10 Gbps except for the { f1 , f3 , f4 , fs , fq , fx } experience a rate reduction from 1.667 
transatlantic links , which are configured at 25 Gbps ( i.e. , to 1.429 ) , but it does not modify the performance of the 
c = 10 , for all 1 £ ( 13 , 110 ) , C1 = C10 = 25 ) . While production flows operating at the bottom level . This is because , for the 
networks operate with a much higher number of flows , in given configuration , the new flow only creates a shift in the 
our example we use a reduced number to simplify the distribution of bandwidth on the top level , but the total 
descriptions of the bottleneck structures and the steps fol- amount of bandwidth used in this level stays constant . ( In 
lowed to resolve the given problem . This simplification is FIG . 8A , the sum of all the flow rates on the top bottleneck 
without loss of generality , and the same approach is appli- level is 1.667x12 = 20 , and in FIG . 8B this value is the same : 
cable to large scale operational networks . 1.429x7 + 1.667x6 = 20 . ) As a result , the ripple effects pro 
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TABLE 1 

Path followed by each flow in the routing optimization experiments 

Experiment 1 : Experiment 2 : 

Flow Links Traversed Flow Links Traversed Flow Links Traversed Flow Links Traversed 

fs 
f19 

fi 
f2 
f3 
f4 
fs 
f6 
fi 
fg 
fo 
f10 
fu 
f12 
f13 

{ 13 , 115 , 110 , 118 } f14 
{ 15 , 17 , 18 } f15 

{ 13 , 115 , 110 } f16 
{ 13 , 115 , 110 , 114 } f17 
{ lis , 110 , 118 } f18 

{ 116 , 18 } 
{ 115 , 110 } f20 

{ 115 , 110 , 114 } f21 
{ 113 , 16 , 110 , 118 } f22 

{ 113 , 17 , 18 } f23 
{ 113 , 16 , 110 ) f24 

{ 113 , 16 , 110 , 114 } f25 
{ 17 , 18 , 19 } 

{ 17 , 18 } fi 
{ 17 , 18 , 11 , } f2 
{ 17 , 18 , lu } fz 
{ 110 , 118 } f4 
{ 110 , 119 } 

{ 110 } 
{ 110 , 114 } 
{ 1,1 ) fg 

{ 10 } 18 fo 
{ 18 , 119 } f10 
{ 18 , 111 } f11 
{ 115 , 110 } f12 

f13 

{ 13 , 115 , 110 , 118 } f14 
{ 15 , 17 , 18 } f15 

{ 13 , 115 , 110 } f16 
{ 13 , 115 , 110 , 114 } f17 
{ lis , 110 , 118 } f18 

{ 116 , 18 } f19 
{ lis , 110 } f20 

{ 115 , 110 , 114 } f21 
{ 113 , 16 , 110 , 118 } f22 

{ 113 , 17 , 18 } f23 
{ 113 , 16 , 110 ) f24 

{ 113 , 16 , 110 , 114 } f25 
{ 17 , 18 , 19 } 

{ 17 , 18 ) 
{ 17 , 18 , 11 , } 
{ 17 , 18 , 111 } 
{ 110 , 119 ] 
{ 110 , 119 } 

{ 110 } 
{ 110 , 114 } 
1.17 

{ 10 } 
{ 18 , 119 } 
{ 18 , 111 } 

{ 116 , 18 , 119 , 120 , } 

f7 
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duced from adding flow f25 into the network cancel each removed from the network topology . A few flow may then 
other out without propagating to the bottom level . be added between the source and destination of the removed 

While 115 > 110 is the shortest path , it is not the path with flow , as discussed above . 
the highest throughput . To find such a path , we run an 3.2 Capacity Planning : Design of Optimal Fat - Tree Net 
embodiment of the MaxRatePath procedure ( Algorithm 3 ) 5 works in Data Centers 
and obtain the solution 116 , 119. The resulting bottleneck Fat - trees are generally understood as universally efficient 
structure is shown in FIG . 8C . Using this path , flow f25 networks in the following sense : for a given network size s , 
would now be placed at the bottom level — the higher- a fat - tree can emulate any other network that can be laid out 
throughput level in the bottleneck structure , thus resulting in that size s with a performance slowdown at most loga 
in a rate value r25 = 2.5 , an increase of 74.95 % with respect rithmic in s . This property makes fat - tree topologies highly 
to the shortest path solution . Another positive outcome of competitive and is one of the reasons they are so widely used 
this solution is that none of the flows operating at the upper in large - scale data centers and high - performance computing 
level ( the flows that receive less bandwidth ) sees its rate ( HPC ) networks . In the context of data centers , fat - tree 
reduced . This is a direct consequence of Theorem 2.5 , since networks are also known as folded - clos or spine - and - leaf 
a perturbation on lower levels can have no ripple effects on networks . In this experiment , we use QTBS to demonstrate 
upper levels . This represents a natural fairness property of that , due to the effects of the congestion control algorithm , 
embodiments of the MaxRatePath algorithm : as the proce- there exists an optimal trade - off in the allocation of capacity 
dure assigns maximal - throughput paths to new incoming at the top levels of the fat - tree . Further , we show that the 
flows , such flows tend to be placed at the bottom of the 20 optimal bandwidth allocation on the top level deviates from 
bottleneck structure ( where the high - throughput links are commonly accepted best practices in the design of full 
located ) , thus tending to create no negative impact on the fat - tree networks that tend to equate the amount of band 
lower - throughput flows located at the top of the structure . width going up and down the tree at each switch . 

In the remainder of this section , we set out to empirically Consider the network topology in FIG . 10 , which corre 
confirm these results . We start by creating the B4 network 25 sponds to a binary fat - tree with three levels and six links 
configuration shown in FIG . 7 using Mininet - Extensions- ( L = { 11 , 12 , ... , 16 } ) . Assume also that there are two flows 
Anonymized . Following our example , we deploy a total of ( one for each direction ) connecting every pair of leaves in 
48 shortest - path flows connecting every pair of nodes ( in the fat - tree network , providing bidirectional full - mesh con 
both directions ) between the US and Europe . We then add nectivity among the leaves . Since there are four leaves , that 
two extra flows labeled f25 and fso ( one for each direction ) 30 results in a total of 4x3 = 12 flows . All of the flows are routed 
to connect data centers 4 and 11 , and perform two separate following the shortest path , as shown in Table 2 below . For 
experiments : one placing the flows on the shortest path the sake of convention , we adopt the terminology from data 
115 > 110 and another one placing them on the longer path center architectures and use the names spine and leaf links 
116-118 119 to refer to the upper and lower links of the fat - tree network , 
FIGS . 9A and 9B show the respective rates of flows f25 35 respectively 

and f50 , for the two experiments . In the legend of this plot , 
experiment 1 and 2 correspond to the shortest and the TABLE 2 
( longer ) maximal - throughput path configurations , respec Path followed by each flow in the fat - tree networks experiments tively . As predicted by the bottleneck structure , the longer 
path achieves a higher throughput and , thus , a lower flow 40 Experiment 1 , 2,3 : Links Traversed 
completion time . The Table in FIG . 9C presents the average 
throughput obtained for all twenty - five flows from the US to fi { 11 , 12 } 

f2 { 11 , 15 , 16 , 13 } Europe and for each of the two experiments , alongside the { 11 , 15 , 16 , 14 } 
theoretical values according to the bottleneck structure . The { l2 , 11 } 
results obtained from the other twenty - five flows on the 45 { 12 , 15 , 16 , 13 } 

{ 12 , 15 , 16 , 14 } reverse path are similar . As shown , flow f25 achieves a { 13 , 16 , 15 , 12 } performance of 1.226 and 2.386 Mbps for the shortest and fo { 13 , 14 } longer paths , respectively with the theoretical rates being f10 { 14 , 16 , 15 , 11 } 
1.428 and 2.5 Mbps , respectively . Thus , the longer path fu { 14 , 16 , 15 , 12 } 

{ 14 , 13 } yields a 94 % improvement on flow throughput compared to 50 
the shortest path . For all the experiments run in this section , 
Jain's fairness index was above 0.99 , indicating the accuracy We fix the capacity of the leaf links to a value à ( i.e. , 
of QTBS in predicting flow performance . 4,4 , CE ) and the capacity of the spine links to xt 

This experiment illustrates that using QTBS , it is possible ( i.e. , C7 = CZE = NxT ) , where t is used as a design parameter 
to identify routes that are highly efficient from a congestion 55 enabling a variety of network configurations . For instance , 
control standpoint . Note that this contrasts with traditional in our binary fat - tree example , the case t = 2 corresponds to 
approaches that perform traffic engineering by separating the a full fat - tree network , because the total aggregate band 
routing and congestion control problems , so that the routing width at each level of the tree is constant , C7 , + Cj , + C13 + C14C75 + 
algorithm is unaware of the choices made by the congestion C16 = 42 . Similarly , the case = 1 corresponds to a thin - tree 
control algorithm and vice versa . We reason that QTBS 60 network , since it results with all the links having the same 
provides a mathematical framework to connect both prob- capacity , cz , , for all 1sis6 . The conventional technique of 
lems , identifying routes that are globally efficient from both optimizing the performance - cost trade - off of a fat - tree net 
a topological and a congestion control standpoints . work by adjusting the capacity of the spine links is some 

The above - described technique is not limited to adding times referred as bandwidth tapering . 
new flows to a network . An existing flow may be rerouted 65 The focus of our experiment is to use the bottleneck 
using the technique described above . If an existing flow is to structure analysis to identify optimized choices for the 
be rerouted , the existing flow may be terminated and tapering parameter T. In FIGS . 11A - 11C , we present 
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sequences of bottleneck structures ( e.g. , obtained from run- What is the effect of increasing the tapering parameter 
ning Algorithm 1B ( FIG . 1B ) corresponding to our fat - tree above 
network with three different values of the tapering parameter 
T and fixing 2 = 20 . Note that the fixing of a to this value is 
without loss of generality , as the following analysis applies 
to any arbitrary value ^ > 0 . 

The first bottleneck structure ( FIG . 11A ) corresponds to 
This result is shown in FIG . 11C for the value of t = 2 , i.e. , the case T = 1 ( i.e. , all links have the same capacity , C1 = 20 , for 

all 1 Si < 6 ) . This solution leads to a bottleneck structure with C15 = C16 = 40 . In this case , the two spine links are no longer 
flows confined in one of two possible levels : a top level , bottlenecks to any of the flows ( since these links are leaves 
where flows perform at lower rate , in the bottleneck structure ) , but all flows continue to perform 
1sz = rf3 = rf = " f = rs = ff = 1410 = 2.5 ; and a bottom level , where at the same rate , 1 = 3.333 , for all 15i56 . Thus , increasing the 
flows perform at twice the rate of the top - level flows , capacity of the upper - level links does not yield any benefit , 

but increases the cost of the network . This result indicates If = r = r = rfiz = 5 . This configuration is thus unfair to those 15 that the fat - tree network shown in FIG . 10 should not be flows operating at the top bottleneck , which receive half the 
bandwidth of the flows at the bottom level . Furthermore , this designed with an allocation of capacity on the spine links 
configuration is also inefficient at supporting applications higher than 
with symmetric workload patterns — where all nodes 
approximately send the same amount of bytes to each 20 
other — because the completion time of the slowest flows is 
significantly higher ( twice as high since they get half the 
rate ) than the faster flows . Let us next consider how we can 
use QTBS to identify a value of T that minimizes the times the capacity of the leaf links . 

25 maximum completion time of any of the flows under the In summary , for the fat - tree network shown in FIG . 10 we 
have : assumption of symmetric workloads . A tapering parameter 

By looking at the bottleneck structure in FIG . 11B , we 
know that the slowest flows are confined in the top bottle 
neck level . In order to increase the rates of these flows , we 30 
need to increase the tapering parameter t that controls the 
capacity of the spine links 15 and 16. Such action transforms 
the bottleneck structure by bringing the two levels closer to should not be used , since the resulting network is just as 
each other , until they fold . We can obtain the collision point efficient as a design with 
by computing the link gradients and their leap and fold as 35 
follows . The link gradient of any of the spine links with 
respect to any of the top - level flows is V ( f ) = 0.125 , for all 
le { 15 , 16 } and fe { f2 , fz , fs , fq , f7 , fg , f10 , fu } . 
On the other hand , the link gradient of any of the spine 40 

links with respect to any of the low - level flows is V ( f ) = but more costly . 
0.25 , for all le { 15 , 16 } and fe { f? , f4 , fg , f12 } . That is , an A tapering parameter 
increase by one unit on the capacity of the spine links 
increases the rate of the top - level flows by 0.125 and 
decreases the rate of the low - level flows by 0.25 . Since the 45 
rates of the top and low - level flows are 2.5 and 5 , respec 
tively , this means that the two levels will fold at a point 
where the tapering parameter satisfies the equation 2.5+ is optimal in that it minimizes the flow completion time of 
0.125.1.2 = 5–0.25.1.1 , resulting in the slowest flow . This should be the preferred design in 

50 symmetric workloads that transfer about the same amount of 
data between any two nodes . 
A tapering parameter 

2 

4 
T > .???? 

4 
T = 

1 

4 
T = tim 

4 
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4 55 T 

and , thus , C1 = C1 = 26.667 . = 
Note that this value corresponds exactly to the leap of the can be used if workloads are asymmetric , identifying the spine links gradient , and thus can also be programmatically right value of t that produces the right amount of bandwidth obtained using Algorithm 2 ( FIG . 2 ) . The resulting bottle 60 at each level of the bottleneck structure according to the neck structure for this configuration is shown in FIG . 11B , workload . confirming the folding of the two levels . This fat - tree In the rest of this section , we empirically demonstrate the configuration is optimal in that the flow completion time of existence of an optimal fat - tree design at t = 4 / 3 using 

the slowest flow is minimal . Because the bottleneck struc Mininet - Extensions - Anonymized configured with the con 
ture is folded into a single level , this configuration also 65 gestion control algorithm BBR . FIGS . 12A - 12C present the 
ensures that all flows perform at the same rate , 1 = 3.333 , for results of the experiments for the three values of the tapering 
all 1 < i < 6 . parameter , 
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how QTBS can be used to optimize a simple fat - tree 
topology for the case of a symmetric workload pattern . 

3.3 Traffic Engineering : Accelerating Time - Bound Con 
strained Flows 

Each plot shows the transmission rate of all twelve flows as Suppose that our goal is to accelerate a flow feF in a 
part of the network configuration , with each flow transmit network N with the objective that such flow is completed 

before a certain time - bound requirement or a target time . A ting a total of 64 MB of data . Following the example in common application for the optimization of time - bound Section 3.2.1 , the link capacities are set as follows : constrained flows can be found in research and education C1 = C ,, = , = C , = 2 = 20 Mbps and C = C , EXT = 20xt Mbps . c = = . 10 networks , where users need to globally share data obtained 
from their experiments , often involving terabytes or more of 

TABLE 3 information - e.g . , when scientists at the European Organi 
Flow completion times ( seconds ) of the fat - tree experiments zation for Nuclear Research ( CERN ) need to share data with 

other scientific sites around the world using the LHCONE 
T = 4/3 I = 2 Flow t = 413 15 network . Another common use case can be found in large 

fi 175 f7 scale data centers , where massive data backups need to be 
fz 164 fg transferred between sites to ensure redundancy . In this 
f3 156 f , context , suppose the operators are only allowed to sacrifice 
f4 173 f10 201 173 the performance of a subset of flows F'CF { { s } , considered fs 236 158 fu 20 of lower priority than fg . What flows in F ' present an optimal fo 
Max ( ) choice to traffic shape so as to accelerate fy ? By what amount 

should the rate of such flows be reduced ? And by what 
amount will flow fy be accelerated ? As predicated by QTBS , the case T = 1 has flows operating To illustrate that we can use QTBS to resolve this class of 

at one of two bottleneck levels , close to the rates predicted 25 problems , consider the network shown in FIG . 7 and intro 
by the bottleneck structure ( 2.5 Mbps for the upper - level duced in Section 3.1 . This topology generally corresponds to 
flows and 5 Mbps for the lower - level flows , see FIG . 11A ) . Google's B4 network . In this experiment , assume there are 
This fat - tree design is inefficient for symmetric workloads eight flows , F = { f? , f2 , , fg ) , routed as shown in FIG . 13 . 
since the flow completion time of the slowest flow is not While real - life networks usually operate with a much higher 
minimal . Under this configuration , flow fz is the slowest 30 number of flows , in our example we use a reduced number 
flow and its completion time is 239 seconds . ( See Table 3 for merely to simplify the descriptions of the bottleneck struc 
all flow completion time values ) . tures and the steps followed to resolve the given problem . 

If we want to maximize the rate of the slo est flow , QTBS This is without loss of generality as we can apply the same 
tells us that the right tapering parameter value is 4/3 . This procedure to optimize networks with arbitrary number of 
case is presented in FIG . 12B , which indeed shows how all 35 flows and topology . We will use the network's bottleneck 
flows perform at a very similar rate close to the theoretical structure to identify an optimal strategy for accelerating an 
value of 3.333 Mbps ( see FIG . 11B ) . This configuration is arbitrary flow in a network . Assume that our objective is to 
optimal in that it minimizes the maximum completion time accelerate flow f , ( i.e. , fq = f ) in FIG . 13 - the transatlantic 

flow that connects data centers 8 and 12 — to meet a certain of any of the flows . In this experiment , the completion time 
of the slowest flow is 177 seconds , an improvement of 40 flow completion time constraint . Assume also that in order 
25.9 % with respect to the case of T = 1 . to maximize the performance of f , we are allowed to traffic 

shape any of the flows in the set F ' = f ,, fz , f4 , fg . In other FIG . 12C shows the results for the case of a full fat - tree words , the set of flows in F ' are considered by the network network , T = 2 . Once again , as predicted by QTBS , this operator to be of lower priority . solution achieves about the same completion time as the FIG . 13 displays the sequence of gradient graphs that lead case t = 4 / 3 ( the slowest flow completes in 178 seconds ) , to the acceleration of flow f , to meet its time constraint . The since in this configuration the leaf links become the bottle graphs include the values of the capacity c , and fair share si 
necks and the extra bandwidth added in the spine links does next to each link vertex 1 and the rate rf next to each flow not produce any net benefit , as shown by the bottleneck vertex f . FIG . 14A corresponds to the gradient graph of the 
structure in FIG . 11C . In summary , as predicted by QTBS , 50 initial network configuration shown in FIG . 13 as computed 
the case T = 4 / 3 generally represents an optimal design in that by Algorithm 1. From Theorem 2.5 , we know that only the 
it is the least costly network that minimizes the maximum flows that are ancestors to f , can have an effect on its 
completion time of any of the flows . performance . That means we can discard traffic shaping flow 

Note that the existence of an optimal design with a f , as that will have no impact . We can use the Forward 
tapering parameter t = 4 / 3 argues against some of the estab- 55 Grad ( ) algorithm ( Algorithm 2 ) to obtain the gradients of 
lished conventional best practices in fat - tree networks . For flow f , with respect to the flows in the low priority set F ' : 
instance , while a full fat - tree ( T = 2 ) is considered generally Vf ( fy ) = - 2 , Vf ( fy ) = - 1 , Vf ( f ) = 1 , Vf ( fy ) = 2 , Vfz ( f ) = - 1 , Vf 
to be universally efficient , the analysis of its bottleneck ( f _ ) = 1 , V ( f ) = 0 . fe structure demonstrates that such design is in general ineffi- We are interested in finding the gradient of a flow in F that 
cient when flows are regulated by a congestion - control 60 has the highest negative value , so that the traffic shaping of 
protocol . This is because the fairness and throughput maxi- such a flow ( i.e. , the reduction of its rate ) creates a maximal 
mization objectives targeted by the congestion control algo- positive increase in the rate of f ;. We have that flow f4 has 
rithm effectively bends the solution space and , as a result , the highest negative gradient with a value of —2 , yielding an 
the optimal fat - tree design deviates from the general full optimal traffic shaping decision . From FIG . 14A , it can be 
fat - tree configuration . This result has implications in the 65 observed that the reduction of flow ff's rate creates a 
design of data centers that use fat - tree topologies ( also perturbation that propagates through the bottleneck structure 
known as folded - Clos ) . In this section , we have illustrated via two different paths : f4 > 2 > 2 > 13 f3 4 > f , and 
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f4-4 ? f . Each of these paths has an equal contribution to configuration results in a theoretical increase to the rate of 
the gradient of value 1 , resulting in V ( f _ ) = 2 . Note that since flow f , from 10.25 to 16.875 , while ensuring no flow 
this value is larger than 1 , it is understood to be a power performs at a rate lower than the slowest flow in the initial 
gradient ( Definition 2.10 ) . network configuration . Note that among all the low priority 
We can use the bottleneck structure again to calculate the 5 flows in F ' , in the above process we opted for not reducing 

exact value of the traffic shaper — i.e . , the rate reduction the rate of flow f1 . Indeed , the three bottleneck structures applied to flow f . The core idea is that traffic shaping flow ( FIGS . 14A - 14C ) computed by this algorithm tell us that f4 may be an optimal decision as long as the bottleneck choosing to reduce the rate of flow f , would in fact have structure does not change , since a change in the structure either a negative effect or no effect at all on the rate of flow would also imply a change in the gradients . As the rate of 10 f7 , since the gradients Vs ( f , ) for each structure are 2,0 , and flow f4 is reduced , some levels in the bottleneck structure 1 , respectively . In other words , a reduction on the rate of will become further away from each other , while the others flow f , produces a non - positive impact on the rate of flow f , will become closer to each other . Thus , the latter set will fold in all cases . if the rate reduction imposed by the traffic shaper is large Thus , the quantitative analysis resulting from the bottle 
enough . The speed at which two links in the bottleneck 15 neck structure of the network reveals not only the set of structure get closer to ( or further away from ) each other is flows that should be traffic shaped , but also the flows that given by their gradients . In particular , if the traffic shaper should not be traffic shaped , as doing so would actually hurt reduces the rate of flow f4 by an amount of p bps , then two the performance of the flow we intend to accelerate . Note links 1 and 1 ' in the bottleneck structure will collide at a value that this result challenges some of the established best of p that satisfies the equation s? - pVg ( 1 ) = S ;—p · VA ( 1 ' ) . . .V practices for traffic engineering flows , which include many From the bottleneck structure ( FIG . 14A ) we can obtain proposed algorithms that focus on reducing the rate of the the fair share values s , and using the ForwardGrad ( ) heavy - hitter flows to improve high - priority flows . As shown algorithm we can compute the link gradients Val ) : in this example , without taking into account the bottleneck $ z = 5.125 ; _ $ z = 7.375 ; $ 7 , = 10.25 ; 87 = 12.25 ; Vall2 ) = - 1 ; structure of a network , such algorithms may recommend a VA ( 13 ) = 1 ; V ( 14 ) = - 2 ; V ( 16 ) = 2 . Using these values , we have 25 traffic shaping configuration that actually has the opposite of that the smallest value of p that satisfies the collision the intended effect . equation corresponds to the case l = 14 and 1 = 16 , yielding a p To empirically demonstrate the accuracy of QTBS in value of 0.5 ( since 10.25 - p : ( - 2 ) = 12.25 - p .2p = 0.5 ) . identifying the set of traffic shapers and their optimal rate , Thus , we conclude that to maximally increase the rate of 
flow f , an optimal strategy is to decrease the rate of flow f4 30 Mininet - Extensions - Anonymized . FIGS . 15A - 15C illus we reproduce the experiments described in this section using 
by an amount of 0.5 units of bandwidth . The resulting trates the performance of the flows for each of the three bottleneck structure is presented in FIG . 14B , where a new traffic shaping configurations shown in FIGS . 14A - 14C link 1 , has been added that corresponds to the new traffic using the BBR congestion control algorithm . The legends in shaper set to reduce the rate of flow f4 by an amount of 0.5 these figures describe the flows , where the notation h - h , ( from 2.375 down to 1.875 ) . Note that as expected , in this 35 means that the flow goes from host h , to host hy . To map the new bottleneck structure links 14 and 1. are folded into the flows according to FIG . 13 , we use the convention that host same level and have the same fair share : S4 = $ 6 = 11.25 . Since hy is located in data center x . For instance , flow hg - h12 in f , has now two bottleneck links ( 14 and 10 ) , we cannot FIGS . 15A - 15C corresponds with flow f , in FIG . 13 , which accelerate it further unless we increase the fair - shares of starts at datacenter 8 and ends at datacenter 12 . both . Using the new bottleneck structure ( FIG . 14B ) , it can 40 Table 4 shows the average transmission rate obtained for be seen that this can be achieved by decreasing the rate of each of the flows and for each of the three experiments . Next flows fz and fg , since the resulting link gradients are each to each experimental rate value , this table also includes the negative V ( 14 ) = V ( 16 ) = - 1 . theoretical flow transmission rate according to the bottle Therefore , we add two new traffic shapers 1g and 1 , to neck structure . It can be seen that these values match the 
throttle the rate of flows fz and fg , respectively , down from 45 transmission rate r , shown next to each flow vertex ( gray their current rates of 6.875 and 11.25 . That is : C1 = 6.875 – p vertices ) from the corresponding bottleneck structures in and cz = 11.25 - p , for some traffic shaping amount p . In FIG . C1 , FIGS . 14A - 14C . 14C , we show the resulting bottleneck structure when 
choosing a value of p = 5.625 ( SO C7 = 1.25 and C1 , = 5.625 ) , TABLE 4 which further accelerates the rate of flow f to r ; = 52 , -2 
Vf3 ( 14 ) = S1 - P.V18 ( 16 ) = 11.25–5.625 . ( - 1 ) = 16.875 . Note that Experimental versus theoretical average flow transmission rate 
there is some flexibility in choosing the value of this ( units in Mbps ) . 
parameter , depending on the amount of acceleration required Experiment 1 Experiment 2 Experiment 3 on flow fy . In this case , we chose a value that maximally 
accelerates flow f , while ensuring none of the flows that are 55 fi 2.44 / 2.37 2.65 / 2.87 
traffic shaped receives a rate lower than any other flow . With f2 5.33 / 5.62 

this configuration , flow fz's rate is reduced to the lowest 
transmission rate among all flows in the network , but this 
value is no lower than the rate of flows fs and fo 
( r = r = r = 1.25 ) . Thus , the flow completion time of the 60 fe slowest flow is preserved throughout the transformations 
performed in this example . This strategy also allows pre 
serving or maintaining the relative order of links according FIG . 15A shows the results of running the initial network 
to their respective fair shares . without any traffic shapers , corresponding to the bottleneck 

In summary , a strategy to accelerate the performance of 65 structure in FIG . 14A . From Table 4 , we see that all 
flow f , includes traffic shaping the rates of flows fz , f4 and experimentally measured flow rates usually track their theo 
fg down to 1.25 , 1.875 , and 5.625 , respectively . Such a retical value from slightly below . Such an offset between 
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50 

Flow 

f3 
f4 
fs 
f6 
f 

4.78 / 5.12 
6.99 / 7.37 
2.72 / 2.37 
1.18 / 1.25 
1.42 / 1.25 
9.51 / 10.25 

11.48 / 12.25 

2.57 / 2.87 
5.16 / 5.62 
6.57 / 6.87 
1.74 / 1.87 
1.33 / 1.25 
1.19 / 1.25 
9.81 / 11.25 
11.06 / 11.25 

1.18 / 1.25 
1.73 1.87 
1.29 / 1.25 
1.19 / 1.25 

15.34 / 16.87 
5.27 / 5.62 



15 

BBR 0.9926 
0.9353 

0.9965 
0.9074 

0.9985 
0.9218 

BBR 
Cubic 

0.9954 
0.9077 

0.9966 
0.8868 

3.2 : T = 1 

BBR 0.9987 
0.9903 

0.9983 
0.9842 

0.9939 
0.9957 

US 11,463,352 B1 
29 30 

experimental and theoretical rates is a characteristic that methodology to jointly solve the problems of routing and 
holds for all experiments , and is due to imperfections in the congestion control . In another experiment , we use QTBS to 
distributed nature of the congestion control algorithm ( e.g. , reveal the existence of optimal capacity allocations in the 
due to its inability to instantaneously converge to the optimal spine links of a fat - tree network that outperform ( in cost 
transmission rate or due to statistical packet drops produced 5 and / or performance ) the traditional full fat - tree network 
by the asynchronous nature of the network ) . However , the designs found in some large - scale data centers and super 
table clearly demonstrates that the experimental rates behave computers . In a third experiment , we demonstrate how to 
according to the bottleneck structure of the network . This use bottleneck structures to compute the numerical values of 
result is also reinforced by the fact that Jain's fairness index optimal rate settings in traffic shapers to help improve the 
is above 0.99 for all experiments , as shown in Table 5 . 10 performance of high - priority flows . We present the concept 

of bottleneck structures as a promising analytical framework 
TABLE 5 to optimize network performance . In general , this technique 

can be applied to any system that can be modeled as a 
Jain's fairness index for all three experiments network . 

The overall network analysis and / or manipulation or Algorithm 3.3 : Experiment 1 3.3 : Experiment 2 3.3 : Experiment 3 
control processes described herein begin with the collection 
of network information including flow information , link 

Cubic information , and topology . The flow information generally 
Algorithm 3.1 : Experiment 1 3.1 : Experiment 2 includes the identities of flow , the total count of flows , and 

20 the rates of the identified flows during a specified observa 
tion window , which can be a few minutes , a few hours , a few 
days , or longer . The link information includes the number of 

Algorithm 3.2 : T = 4/3 3.2 : T = 2 active links , their identities , and their designated and / or 
maximum capacities during the specified observation win 

25 dow . The network topology includes the network nodes and 
Cubic the links , typically direct links , interconnecting such nodes . 

In case of data networks , the nodes may be data centers 
FIG . 15B shows the result of adding the first traffic shaper , and / or computing centers , the links include data links , 

configured to reduce the rate of flow fd by an amount of 0.5 whether cable , wireless , or satellite based , the flow rates may 
Mbps . As predicted by QTBS , this increases the rate of flow 30 include number of bits , bytes , packets , etc. , passing through 
f , ( the flow ho - h12 in FIGS . 15A - 15C ) , in this case from the links , and link capacities may be expressed in terms of 
9.51 to 9.81 Mbps ( Table 4 ) . FIG . 15C shows the result of available or allotted bandwidth or bit rate . In case of 
adding two additional traffic shapers to reduce the rate of transportation networks , the nodes can be locations 
flows fz and f4 by a an amount of 5.625 Mbps , according to within cities or a metropolitan area , airports , marine ports , 
our quantitative analysis of the bottleneck structure . Recall 35 etc. , the links can be roadways , railways , subway routes , 
that this configuration was designed to ensure a maximal airline routes , marine routes , etc. , the flow rates and link 
increase in the rate of flow f , without decreasing any of the capacities can be expressed in terms of the number of 
flows ' rate below the rate of the slowest flow . We see this passengers or travelers , the number of vehicles , etc. 
behavior in FIG . 15C , where flow f , has now the highest In case of energy networks , the nodes can be energy 
rate , while the flow completion time of the slowest flow 40 generators such as power plants and consumers , such as 
remains at slightly above 400 seconds , throughout the three towns , cities , industrial complexes , shopping centers , etc. 
experiments ( FIGS . 15A - 15C ) . In summary , the combined The links include energy delivery systems including high 
effect of the three traffic shapers accelerates the observed voltage transmission lines , substations , local energy distri 
rate of flow f , from 9.51 to 15.34 Mbps . As shown in Table bution lines , etc. The flow rates and link capacity can be 
4 , this result closely matches the behavior predicted by the 45 expressed in terms of peak energy demand , average energy 
bottleneck structure that the rate would increase from demand , etc. 
10.25 to 16.87 Mbps , while the observed maximum flow In case of fluidic or biological networks , the nodes can be 
completion time of the network remains substantially ( e.g. , sources and consumers of material , such as oil , gas , nutri 
within a tolerance of 0.1 % , 1 % , 2 % , 5 % , 10 % , etc. ) constant ents , blood , etc. , and the link capacity can be the sizes of 
throughout the three experiments . 50 conduits or vessels carrying the fluids or biological materi 

als , the pressure in such conduits or vessels , etc. In some 
6 Conclusions cases , the capacity and / or rate of flow in one or more 

conduits / vessels can be adjusted by shutting off or pruning 
The analytical strength of a bottleneck structure stems other conduits / vessels . The flow rate optimization and / or 

from its ability to capture the solution - space produced by a 55 capacity planning can thus be used to manage or control 
congestion - control algorithm taking into account the topo- irrigation systems , fertilizer delivery system , plant / crop dis 
logical and routing constraints of the network . Based on this ease control systems , etc. 
concept , we develop a quantitative theory of bottleneck After collecting the required information , the Gradient 
structures ( QTBS ) , a new mathematical framework that Graph that includes various flow and link gradients is 
allows to optimize congestion - controlled networks by pro- 60 generated using embodiments of Algorithms 1A or 1B ( FIG . 
viding very efficient algorithms to compute derivatives on 1A or 1B ) . The derivation of the GradientGraph may include 
the performance parameters of links and flows . To explore efficient memory allocation , as described above in Section 3 . 
the analytical power of QTBS , we use it to reveal insights in For one or more links and / or flows of interest the respective 
traffic engineering and network design problems that are leaps and folds are then computed using embodiments of 
themselves contributions to the literature . In one experiment , 65 Algorithm 2 ( FIG . 3 ) . Using the leaps and folds , one or more 
we use QTBS to develop a novel routing algorithm that flows and / or one or more links may be selected for traffic 
identifies maximal throughput paths , enabling a scalable shaping , i.e. , for an adjustment to a property of the selected 

a 

? 



a 

can 

US 11,463,352 B1 
31 32 

flow ( s ) or link ( s ) . In particular , the rate of a flow may be As provided herein , the processor ( s ) and / or processing 
decreased up to a corresponding leap and / or the allotted elements can thus be embedded in one or more devices that 
capacity of a link may be increased or decreased . It should can be operated independently or together in a networked 
be noted that the allotted capacity of link cannot exceed the environment , where the network can include , for example , a 
physical capacity of the link . 5 Local Area Network ( LAN ) , wide area network ( WAN ) , 

The effect of this perturbation can be observed on the and / or can include an intranet and / or the Internet and / or 
flow ( s ) and / or link ( s ) of interest , and the process may be another network . The network ( s ) can be wired or wireless or 

a combination thereof and can use one or more communi repeated a specified number of times , until a desired effect 
( e.g. , increase in the rate of a flow of interest ) is attained , or cation protocols to facilitate communication between the 
a maximum feasible change can be attained . Such iterations 10 different processors / processing elements . The processors 
may be performed under constraints , such as not permitting can be configured for distributed processing and can utilize , 

in some embodiments , a client - server model as needed . the flow rate of any flow below the current minimum or a Accordingly , the methods , devices , and systems can utilize specified lower - bound rate , maintaining the relative order of multiple processors and / or processor devices , and the pro the flow rates , allotting at least a specified lower - bound 15 cessor / processing element instructions can be divided capacity to each link , etc. amongst such single or multiple processor / devices / process 
It is clear that there are many ways to configure the device ing elements . 

and / or system components , interfaces , communication links , The device ( s ) or computer systems that integrate with the 
and methods described herein . The disclosed methods , processor ( s ) / processing element ( s ) include , for 
devices , and systems can be deployed on convenient pro- 20 example , a personal computer ( s ) , workstation ( e.g. , Dell , 
cessor platforms , including network servers , personal and HP ) , personal digital assistant ( PDA ) , handheld device such 
portable computers , and / or other processing platforms . as cellular telephone , laptop , handheld , or another device 
Other platforms can be contemplated as processing capa- capable of being integrated with a processor ( s ) that can 
bilities improve , including personal digital assistants , com- operate as provided herein . Accordingly , the devices pro 
puterized watches , cellular phones and / or other portable 25 vided herein are not exhaustive and are provided for illus 
devices . The disclosed methods and systems can be inte- tration and not limitation . 
grated with known network management systems and meth- References to “ a processor ” , or “ a processing element , ” 
ods . The disclosed methods and systems can operate as an “ the processor , ” and “ the processing element " can be under 
SNMP agent , and can be configured with the IP address of stood to include one or more microprocessors that can 
a remote machine running a conformant management plat- 30 communicate in a stand - alone and / or a distributed environ 
form . Therefore , the scope of the disclosed methods and ment ( s ) , and can thus can be configured to communicate via 
systems are not limited by the examples given herein , but wired or wireless communication with other processors , 
can include the full scope of the claims and their legal where such one or more processor can be configured 
equivalents . operate on one or more processor / processing elements 

The methods , devices , and systems described herein are 35 controlled devices that can be similar or different devices . 
not limited to a particular hardware or software configura- Use of such “ microprocessor , ” “ processor , ” or “ processing 
tion , and may find applicability in many computing or element ” terminology can thus also be understood to include 
processing environments . The methods , devices , and sys- a central processing unit , an arithmetic logic unit , an appli 
tems can be implemented in hardware or software , or a cation - specific integrated circuit ( IC ) , and / or a task engine , 
combination of hardware and software . The methods , 40 with such examples provided for illustration and not limi 
devices , and systems can be implemented in one or more tation . 
computer programs , where a computer program can be Furthermore , references to memory , unless otherwise 
understood to include one or more processor executable specified , can include one or more processor - readable and 
instructions . The computer program ( s ) can execute on one or accessible memory elements and / or components that can be 
more programmable processing elements or machines , and 45 internal to the processor - controlled device , external to the 
can be stored on one or more storage medium readable by processor - controlled device , and / or can be accessed via a 
the processor ( including volatile and non - volatile memory wired or wireless network using a variety of communication 
and / or storage elements ) , one or more input devices , and / or protocols , and unless otherwise specified , can be arranged to 
one or more output devices . The processing elements / ma- include a combination of external and internal memory 
chines thus can access one or more input devices to obtain 50 devices , where such memory can be contiguous and / or 
input data , and can access one or more output devices to partitioned based on the application . For example , the 
communicate output data . The input and / or output devices memory can be a flash drive , a computer disc , CD / DVD , 
can include one or more of the following : Random Access distributed memory , etc. References to structures include 
Memory ( RAM ) , Redundant Array of Independent Disks links , queues , graphs , trees , and such structures are provided 
( RAID ) , floppy drive , CD , DVD , magnetic disk , internal 55 for illustration and not limitation . References herein to 
hard drive , external hard drive , memory stick , or other instructions or executable instructions , in accordance with 
storage device capable of being accessed by a processing the above , can be understood to include programmable 
element as provided herein , where such aforementioned hardware . 
examples are not exhaustive , and are for illustration and not Although the methods and systems have been described 
limitation . 60 relative to specific embodiments thereof , they are not so 

The computer program ( s ) can be implemented using one limited . As such , many modifications and variations may 
or more high level procedural or object - oriented program- become apparent in light of the above teachings . Many 
ming languages to communicate with a computer system ; additional changes in the details , materials , and arrangement 
however , the program ( s ) can be implemented in assembly or of parts , herein described and illustrated , can be made by 
machine language , if desired . The language can be compiled 65 those skilled in the art . Accordingly , it will be understood 
or interpreted . Sets and subsets , in general , include one or that the methods , devices , and systems provided herein are 
more members . not to be limited to the embodiments disclosed herein , can 
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include practices otherwise than specifically described , and a transportation network , an energy distribution network , a 
are to be interpreted as broadly as allowed under the law . fluidic network , or a biological network . 
What is claimed is : 11. An apparatus for jointly performing routing and con 
1. A method for jointly performing routing and congestion gestion control in a system modeled as a network , the 

control in a system modeled as a network , the method 5 apparatus comprising : 
comprising performing by a processor the steps of : a first processor , and 

receiving , for a system modeled as a network , a network a first memory in electrical communication with the first topology , the network topology comprising a plurality processor , and comprising instructions that , when of nodes , a plurality of links between respective pairs executed by a processing unit that comprises one or of nodes , and a plurality of flows via the plurality of 10 more computing units , wherein one of the one or more links ; computing units comprises the first processor or a receiving a request for routing a flow between a source 
node and a destination node ; second processor , and wherein the processing unit is in 

selecting a path for the flow based on a maximum electronic communication with a memory module that 
achievable flow rate therefor , wherein the maximum 15 comprises the first memory or a second memory , pro 
achievable flow rate is derived by generating a bottle gram the processing unit to : 
neck structure of the network modified to have the receive , for a system modeled as a network , a network 
network topology and the flow . topology , the network topology comprising a plural 

2. The method of claim 1 , wherein the flow comprises a ity of nodes , a plurality of links between respective 
new flow . pairs of nodes , and a plurality of flows via the 

3. The method of claim 1 , wherein the flow comprises an plurality of links ; 
existing flow , the method further comprising : receive a request for routing a flow between a source 

before the selecting step , removing the existing flow from node and a destination node ; 
the plurality of flows in the network topology . select a path for the flow based on a maximum achiev 

4. The method of claim 1 , wherein : able flow rate therefor , wherein the maximum 
each link in the plurality of links represents a respective achievable flow rate is derived by generating a 

availability of a system resource ; and bottleneck structure of the network modified to have 
a respective flow rate associated with each flow in the the network topology and the flow . 

plurality of flows represents a respective utilization of 12. The apparatus of claim 11 , wherein the flow comprises 
one or more system resources . 30 a new flow . 

5. The method of claim 1 , wherein the selected path is 13. The apparatus of claim 11 , wherein : 
different from a shortest hop path between the source node the flow comprises an existing flow ; and 
and the destination node . the instructions further program the processing unit to : 

6. The method of claim 1 , wherein the bottleneck structure before performing the select operation , remove the 
comprises a plurality of link elements and a plurality of flow 35 existing flow from the plurality of flows in the 
elements , wherein : network topology . 

a dependence from a first link element to a first flow 14. The apparatus of claim 11 , wherein : 
element indicates that a first flow corresponding to the each link in the plurality of links represents a respective 
first flow element is bottlenecked at a first link corre availability of a system resource ; and 
sponding to the first link element ; and a respective flow rate associated with each flow in the 

a dependance from a second flow element to a second link a plurality of flows represents a respective utilization of 
element indicates that a second flow corresponding to one or more system resources . 
the second flow element traverses a second link corre- 15. The apparatus of claim 11 , wherein the selected path 
sponding to the second link element . is different from a shortest hop path between the source node 

7. The method of claim 1 , further comprising : 45 and the destination node . 
selecting , from the plurality of flows , a flow to be accel- 16. The apparatus of claim 11 , wherein the bottleneck 

erated ; structure comprises a plurality of link elements and a 
determining , by traversing the bottleneck structure , a plurality of flow elements , wherein : 

target flow associated with a positive flow gradient ; a dependence from a first link element to a first flow 
computing a leap and a fold for the target flow , the leap 50 element indicates that a first flow corresponding to the 

representing a maximum perturbation of flow rate of first flow element is bottlenecked at a first link corre 
the target flow while maintaining the relative order of sponding to the first link element ; and 
the plurality of links according to their respective fair a dependance from a second flow element to a second link 
shares ; element indicates that a second flow corresponding to 

reducing flow rate of the target flow using a traffic shaper 55 the second flow element traverses a second link corre 
by a factor up to the leap ; and sponding to the second link element . 

increasing flow rate of the flow to be accelerated up to a 17. The apparatus of claim 11 , wherein the instructions 
product of the leap and a gradient of the flow to be further program the processing unit to : 
accelerated . select , from the plurality of flows , a flow to be acceler 

8. The method of claim 7 , wherein the factor is selected 60 ated ; 
to preserve completion time of slowest of the plurality of determine , by traversing the bottleneck structure , a target 
flows . flow associated with a positive flow gradient ; 

9. The method of claim 7 , further comprising repeating compute a leap and a fold for the target flow , the leap 
the determining , computing , reducing , and increasing steps representing a maximum perturbation of flow rate of 
with respect to a different target flow . the target flow while maintaining the relative order of 

10. The method of claim 1 , wherein the system modeled the plurality of links according to their respective fair 
as a network comprises system modeled as : a data network , shares ; 
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reduce flow rate of the target flow using a traffic shaper by 
a factor up to the leap ; and 

increase flow rate of the flow to be accelerated up to a 
product of the leap and a gradient of the flow to be 
accelerated . 

18. The apparatus of claim 17 , wherein the factor is 
selected to preserve completion time of slowest of the 
plurality of flows . 

19. The apparatus of claim 17 , wherein the instructions 
further program the processing unit to repeat the determine , 10 
compute , reduce , and increase operations with respect to a 
different target flow . 

20. The apparatus of claim 11 , wherein the system mod 
eled as a network comprises system modeled as : a data 
network , a transportation network , an energy distribution 15 
network , a fluidic network , or a biological network . 

* * 


